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1. General Terms

This document entitled "Terms and Conditions for Use of KIBSTrust OnelD Service" (Terms and Conditions)
describes the terms set and followed by KIBS AD Skopje when providing service for Electronic Identification and
creating an Electronic Identification Means as well as the conditions according to which this service is delivered
to the users. KIBS AD Skopje as a company has two main courses of operation: one as a clearing house for small-
value interbank payments and a payment operations provider and on the other hand is a Trusted Services
Provider (TSP) and Provider of electronic identification service both known under the trademark KIBSTrust.

The Terms and Conditions for the KIBSTrust OnelD (OnelD) Service are based on the document "Practice for
Providing Electronic Identification Service" (Practice).

1.1. The "Practice for Providing Electronic Identification Service" regulates the remote identity check and the
issuance of an Electronic Identification Means at a prior request of a natural or legal person who is a
subject of identification (Subject) in front of an Issuer of electronic identification means.

1.2. The Subject must become familiar with the Practice and accept it. The Practice and the Terms and
Conditions constitute a legally binding agreement between the Subject and KIBS.

1.3. The Subject shall voluntarily apply, based on an initiated need, for conducting an electronic identification
(eID) by an Online Service Provider or by its own wish to obtain an electronic identification means.

1.4. For theissuance of an electronic identification means, the electronic identification scheme provides:

- remote check of the Subject’s identity using a method that enables security equal to physical presence
(Article 24, paragraph 1 d of the eIDAS Regulation and Article 31 of the MK-eIDAS). This identity check
of the natural person is carried out by using biometric data or physical characteristics that in a unique
way connect the person with the personal identification documents for which there is a verification
from a trusted source, or

- identity check of the Subject for which a Qualified Electronic Signature has already been issued after
its identification with physical presence by a recognized Qualified Trust Service Provider that
presented acceptable official identification documents (Article 24, paragraph 1la of the elDAS
Regulation and Article 11 of MK-elDAS).

1.5. Acceptable identification documents of the Subject are: national ID card for a resident of the Republic of
North Macedonia, temporary ID card for foreign nationals with temporary residence in the Republic of
North Macedonia, and passport issued by the Republic of North Macedonia.

1.6. KIBSTrust may outsource the whole or part of the process of identity verification to a third party.

1.7. KIBSTrust may refuse to issue an electronic identification means at its discretion if the identity validation
using one of the methods listed in paragraph 1.5 is not successful.

1.8. The conditions stated in paragraph 5.4 shall be additionally applied for the Subject, whose identity is
confirmed through the method of remote electronic identification. Remote identity verification is
available and feasible only when the circumstances during the verification process are sufficient to provide
an accurate proof of the Subject's identity.

1.9. The process of conducting electronic identification and issuing an Electronic ldentification Means is
related to the possession of a smart mobile device by the Subject, installation of OnelD Mobile application
on the same device, existence of a valid e-mail address and mobile line number accompanying the smart
mobile device.

1.10. The Subject shall be legally eligible to initiate the procedure of conducting electronic identification.
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1.11.

1.12.

1.13.

1.14.

1.15.

The Subject agrees that the Qualified Certificate created in the process of creating the electronic identity
will be placed on a Qualified Signature Creation Device (QSCD) provided by KIBSTrust is a remote means
located in its cloud. The Subject is solely responsible for the proper use of the QSCD.

The Subject may request non-publication of the Certificate which is part of the Electronic Identification
Means in the Public Directory of issued Certificates of KIBSTrust.

The Subject does not pay for the service of creating an electronic identity and using the Qualified
Certificate, created in the electronic identification process, when a third-party online service provider
initiates the process of electronic identification and / or use of the issued Qualified Certificate.

KIBS and consequently KIBSTrust as QTSP guarantees observance of the principle of equality and
protection against discrimination in the exercise of human rights and freedoms®.

KIBSTrust reserves the right, at its discretion, to amend its Practice and the present Terms and Conditions
at any time and without notice when there is a justified need for such amendments, i.e. when it is
mandatory according to regulatory requirements or changes in standards. Amendments shall be published
30 days before the enforcement. The present version and the previous version are published at
https://www.kibstrust.com/repository. The Subject will be duly informed about the amendments to the
document.

2. Type of qualified certificate as part of the electronic identification means and its

acceptance
2.1. The type and purpose, and issuance procedure of the Qualified Certificate accompanying the Electronic
Identification Means are given in the following table:

Certificate type Purpose Applied and published Certification Policy
Qualified Electronic Data in electronic form that KIBS CP/CPS for Qualified Certificates for
Signatures according to MK- | are attached to or logically Electronic Signatures, Qualified Electronic Seals
elDAS u elDAS. associated with other data in |and Time-stamps are released at:

Cert Policy IDs: electronic form and which are | https://www.kibstrust.com/repository

1.3.6.1.4.1.16305.1.2.5.1.4 | used by the signature to sign.
(Remote QSCD) and
0.4.0.194112.1.2 (QCP-n-
gscd)

According to ETSI EN 319 411-2 Certificate
Policy: QCP-n-gscd
Cert Policy ID: 1.3.6.1.4.1. 16305.1.1.5

2.2.

2.3.

Table 1

Qualified Certificates issued in the process of electronic identification and electronic identification means
are valid 2 years.

The following procedure represents acceptance of the electronic identification means:

- Downloading Qualified Certificate as part of the electronic identification means represents acceptance
of the electronic identification means by the Subject.

- The Subject will not submit an objection to the Qualified Certificate and its content within 5 days from
the issuance of the electronic identification means.

3. Prohibited Electronic Identification Means Usage

3.1

The electronic identification means used for authentication by the Subject may also be used for signing
electronic documents, provided that its use is not otherwise prohibited by law, Practice and these Terms
and Conditions, as well as other agreements with the Subjects with third parties.

1 Law on Prevention and Protection against Discrimination
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3.2.

The Qualified Certificate as part of the Subject's electronic identification means shall not be used outside
the limits and context set forth in the "Applied and Published Certification Policy" given in the Table 1
above for Qualified Certificates for Electronic Signature for illegal purposes, or contrary to public interest,
or otherwise likely to damage the business or reputation of KIBSTrust that is, KIBS. Indicatively, the use of
Qualified Certificate is prohibited for any of the following purposes:

3.2.1. lllegal activities (including cyber-attacks and attempts to misuse the Certificate).

3.2.2. Issuance of new Certificates and information regarding the validity of the Certificate.
3.2.3. Enabling other persons to use the Subject’s Private Key.

3.2.4. Enabling the Certificate issued for electronic signature to be used in an automated way.

3.2.5. Use of the Certificate issued for electronic signing of documents which may lead to unwanted
consequences (including signing such documents for testing purposes).

4. Validity of the Qualified Certificate and Audit Records

4.1.

4.2.

4.3.

The information in the Qualified Certificate is correct. There are no errors or substantial
misrepresentations of facts in the Certificate that are known or originate from the Subjects that approve
the application.

The Certificate becomes valid on the date specified in the Certificate. The Certificate expires on the date
stated on the Certificate or on the date and time the Certificate was revoked.

Audit records are stored locally for a period of at least 2 (two) months. Physical or digital archival records
relating to Certificate applications, registration and revocation information are stored for a period of at
least 10 (ten) years after the expiration of the relevant Certificate.

5. Rights and Obligations of the Subject of Identification and Indemnity

5.1.

5.2.

The Subject is entitled to apply for issuing a Certificate accepting the present Terms and Conditions and
shall adhere to the requirements provided in the CP/CPS of KIBSTrust for Qualified Certificates for
Electronic Signatures.

The Subject of electronic identification that possesses or should possess an Electronic Identification Means
shall be:

5.2.1. solely responsible for the maintenance of access to his Private Key of the Qualified Certificate.

5.2.2. solely and fully responsible for all consequences of using his Electronic Identification Means both
during and after the expiry of the validity of the Certificate accompanying the Electronic
Identification Means.

5.2.3. solely responsible for any damage caused due to non-performance or improper performance of
his obligations, specified in the present Terms and Conditions and / or the laws of the Republic of
North Macedonia.

5.2.4. aware that the Electronic Signatures issued based on expired or revoked Certificates are invalid.

5.2.5. aware that he needs to provide accurate, truthful, and complete information that is essential to
the creation of the Electronic Identification Means for Certificate issuance.

5.2.6. aware that he should not proceed with the procedure for creating an Electronic Identification
Means if he/she is not legally eligible.

5.2.7. aware that the Private Key of his Qualified Electronic Signature is used only under his control and
be cautious to avoid unauthorized use.

5.2.8. responsible for the confidentiality of the authentication credentials when accessing the Private Key
(username, password, PIN) located on a remote QSCD (KIBSTrust cloud).

5.2.9. responsible for the proper use of the mobile device on which the OnelD Mobile application has
been installed to generate and use a Qualified Certificate located on a Remote QSCD. If the Subject
loses or destroys the device or is unable to use the Qualified Certificate for any other reason
beyond the control of KIBSTrust, the Subject shall contact KIBSTrust directly to request revocation
of his Certificate.
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5.3.

5.4.

5.2.10.

5.2.11.

5.2.12.

5.2.13.

5.2.14.

responsible for using his Private Key and Certificate in accordance with the present Terms and
Conditions, including the applicable agreements set out in Section 9 and the laws of the Republic
of North Macedonia.

responsible for notifying KIBSTrust of the correct information within a reasonable time, in the
event of a change in his personal data or any other inaccuracy in the content of the Certificate.
responsible for informing KIBSTrust of a possible unauthorized use of his Private Key or if his Private
Key is lost, stolen, potentially compromised or he has lost control of his key due to compromising
authentication credentials (e.g., PIN, PUK, username, password) or other reasons, and immediately
revoke his Certificate.

responsible or his legal representative or successor to request revocation of the Certificate if the
previously established relationships with the Subject terminated or ceased to exist.

responsible if he proceeds to use the Private Key even though the Certificate has been revoked or
the Certificate issuer has been compromised.

The following terms additionally apply to the Subject whose identity has been verified using the method
of remote identity verification:

5.3.1.

5.3.2.

5.3.3.

5.3.4.

5.3.5.

5.3.6.

The Subject shall follow the instructions exactly according to the documentation provided by
KIBSTrust or the authorized employee who is conducting the validation process.

The Subject shall present the identification document (s) in good condition and good lighting
conditions, to the extent that their authenticity can be verified.

At the beginning of the remote recognition and before initiation of the verification process, the
Subject must provide his explicit consent regarding the use, recording and storage of the process
of remote identity verification, photographing the face of the Subject, the verification method that
provides security equal to physical presence, identification documents and, possibly, other
necessary material.

If any third party other than the Subject appears in the process of remote identity verification, the
session shall be terminated, all recorded data will be deleted and the process will be repeated,
provided that no third parties appear.

KIBSTrust Remote Authentication System or authorized employee shall immediately terminate the
remote identity verification process:

- When the identification document is inappropriate or raises doubts about its authenticity
and security; or

- When the Subject behaves improperly to the automated remote authentication process or
to the authorized KIBSTrust employee, or there are indications that the Subject is under
duress, has a psychological or mental disorder or is abusing substances. In these cases, the
process cannot be repeated, and the Subject must choose one of the other methods of
identity verification referred to in part 1.4.

- When Subject is not legally eligible person.

The Subject shall submit to KIBSTrust a consent in which he will state his personal information in
detail and his intention to proceed with the issuance of a Qualified Certificate.

To the extent permitted by applicable law, Subscribers are required to indemnify KIBS for:

54.1.

5.4.2.

5.4.3.

5.4.4.

False and misrepresentation of a fact by the Subject in the Purchase Order and Agreement form
for the issuance of a Certificate.

Failure of the Subject to state a material fact in the Purchase Order and Agreement form if the
misrepresentation or omission was made due to negligence or with the intention to deceive any
party.

Failure of the Subject to protect its Private Key, use a secure system, or otherwise take
precautionary measures to prevent compromise, loss, disclosure, modification, or unauthorized
use of the Subject's private key.

Use of a name by the Subject that infringes the intellectual property rights of any third party.
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6. OnelD Service Provider Rights

6.1.

Notwithstanding Section 8, KIBSTrust shall provide the Services in accordance with the Practice, CP/CPS
for Qualified Electronic Signatures and Electronic Seals, CP/CPS of the KIBSTrust Time Stamp Issuer, and
the relevant legislation.

7. Obligations of Relying Parties

7.1.

7.2.

7.3.

7.4.

Relying Party analyze the risks and obligations associated with accepting the Electronic Identification
Means and thus the Qualified Certificate. The risks and obligations are listed in the Practices. The Relying
Party acknowledges that it has access to sufficient information to ensure that it can make informed
decision as to the extent to which it will chose to rely on the information from the Electronic Identification
Means. THE RELYING PARTY IS RESPONSIBLE FOR THE DECISION WHETHER OR NOT TO RELY ON THE
INFORMATION CONTAINED IN THE QUALIFIED CERTIFICATE.

Relying Party acknowledges and agrees that its use of the KIBSTrust repository, available at
https://www.kibstrust.com/repository, and its reliance on a Qualified Certificate as part of its Electronic
Identification Means shall be governed by applicable Practices which may be changed from time to time.

If insufficient evidence is attached to the Certificate for Electronic Signature regarding the validity of the
Certificate, the Relying Party shall verify the validity or revocation of the Qualified Certificate using
information on the current revocation status, based on the Certificate validation services provided by
KIBSTrust, created with a Private Key corresponding to the Public Key contained in the Qualified
Certificate, based on the Certificate verification services offered by KIBSTrust within the period of using
the Certificate or affixing a Qualified Electronic Signature or a Qualified Electronic Seal. The method by
which the status of the Certificate can be checked is by consulting the most recent Certificates Revocation
List from the Certificate Authority that issued the Certificate on which the Relying Party wishes to rely.

Relying Party shall consider any limitations stated within any Certificate issued by KIBSTrust and ensure
that the transaction to be accepted complies with the relevant CP/CPS.

7.4.1. Qualified Certificates shall be used only to the extent that the use is in accordance with the
applicable law. Qualified Certificates are not designed, intended or approved for use or resale as
control equipment in hazardous circumstances or for use requiring safe performance such as
operation of nuclear facilities, aircraft navigation systems or communication systems, air traffic
control systems or weapons control systems, where failure could lead directly to death, personal
injury, or severe environmental damage.

7.4.2. KIBSTrust ensures the availability of the Certificate Status Services 24 hours a day, 7 days a week
with a minimum of 99% overall availability per year, with a scheduled downtime not exceeding
0.4% per year.

7.4.3. Relying Party verifies the validity of the Certificate by checking its validity using information from
the OCSP and CRL check services available through the links provided in the Certificate. The OCSP
service is available over HTTP protocol and is publicly available at http://ocsp2.kibstrust.com/.

7.4.4. Relying Parties are expected to use the register of Qualified Trust Service Providers of the Ministry
of Information Society and Administration in the Republic of North Macedonia to determine
whether the electronic signature, seal or time stamp are eligible
(https://trusteid.mioa.gov.mk/en/home/register-and-lists/).

8. Limited Warranty and Limitation of Liability

8.1.

8.2.

KIBSTrust is liable for service and its performance of provider of electronic identification, as set forth in its
Practice and the present Terms and Conditions.

KIBSTrust is liable for the performance of its Trust Services, as stated in its CP/CPS for Qualified Electronic
Signatures.
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8.3.

8.4.

8.5.

8.6.

8.7.

8.8.

KIBS warrants that there are mandatory insurance contracts that cover all KIBSTrust Trust Services and
services as provider of electronic identification to ensure compensation for damages caused by violation
of KIBSTrust obligations.

KIBSTrust shall notify all Subscribers and Subjects of Electronic Identification before terminating the
activity related to the electronic identification service and certification services, and shall maintain the
documentation associated with the interrupted certification services and the necessary information in
accordance with the process set out in CP / CPS.

KIBS is not liable for:

8.5.1. the secrecy of the Private Key access credentials (username, password, OTP) when located on a
remote QSCD, for possible loss or damage to the mobile device used to generate OTP and
authenticate the user.

8.5.2. the improper use of the Certificate by the Subject or any misuse of the Certificate or improper
checks of the Certificate or for wrong decisions of the Subject or the Relying Party or any
consequences due to error or omission by the Subject or error or omission in the validity checks.

8.5.3. forged electronic signature of a document, indicatively due to stolen or compromised user's
Private Key.

8.5.4. non-fulfillment of its obligations, if such non-fulfillment is due to errors or security problems of the
supervisory body, unavailability of the confidential data source like Central Population Register,
register of Qualified Trust Services Providers and Electronic Identification Schemes of the Ministry
of Information Society and Administration in the Republic of North Macedonia or any other private
legal entity or public authority.

8.5.5. the operation of software or other applications provided by third parties not related to KIBSTrust.

8.5.6. non-fulfillment of obligations if such non-fulfillment is due to an event of force majeure.

As stated in the relevant CP/CPS, KIBS provides limited warranties and disclaims all other warranties,
including warranties of merchantability or fitness for a particular purpose, limits liability and excludes all
liability, except in the case of intentional misconduct or gross negligence, for any loss of profit, loss of data
or other indirect, consequential, or punitive damages arising from or in connection with the use, delivery,
licensing, execution, performance, non-performance or compromise of Certificates for Electronic
Signatures, Electronic seals, Time Stamps or any other transactions or services offered or considered
herein, even if KIBSTrust has been notified of the possibility of such damages. The overall liability of KIBS
to all parties, including the Subject, shall in no case exceed the appropriate liability cap for such Qualified
Certificate set forth below:

8.6.1. The combined aggregate liability of KIBS to any and all persons in connection with a particular
Qualified Certificate is limited to an amount not exceeding five hundred (500) euros per Certificate
and a total maximum claim of fifty thousand (50,000) euros for Qualified Service, regardless of the
nature of liability and the type, amount or extent of damages suffered. The limitations of liability
provided for in this paragraph shall be the same irrespective of the number of Certificates for
Qualified Signatures / Seals, transactions or claims relating to such Certificate.

8.6.2. The limitations of liability provided herein shall apply to the maximum extent permitted under the
valid law of the applicable jurisdiction.

Subjects and Relying Parties are notified of the possibility of theft or other form of compromise of a Private
Key corresponding to a Public Key contained in a Qualified Certificate, which may or may not be disclosed,
and of the possibility of using a stolen or compromised key to forge a Qualified Electronic Signature or a
Qualified Electronic Stamp of a document.

KIBSTrust may terminate the validation process if it is established or suspected that inaccurate or false
information has been provided by the Subject or if the Subject's authentication is not successful.
Notwithstanding paragraph 8.5, KIBS shall not be liable in any way for the authenticity or reliability of the
identification documents submitted by the Subject, nor for any damage that may be caused to the Subject
or to third party persons.
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9. Applicable Related Agreements, Policies and Practices

Relevant agreements, Policies and Practice Statements regarding the current Terms and Conditions:

9.1.
9.2.

9.3.
9.4.

KIBSTrust CP/CPS for Qualified Certificates for Electronic Signatures and Electronic Seals.

Certificate and OCSP Profiles for Qualified Electronic Signatures and Qualified Electronic Seals, and
specifically:

- EU Qualified Certificate Policy issued to natural persons (OID 0.4.0.194112.1.0), QCP-n.
- EU Qualified Certificate Policy issued to natural persons where the Private Key and associated
Certificate are located on QSCD (OID 0.4.0.194112.1.2), QCP-n-QSCD.

Privacy Policy (KIBSTrust).

Current versions of all above documents are publicly available in the KIBS repository
https://www.kibstrust.com/repository .

10. Privacy and Confidentiality Policy

10.1.

10.2.

10.3.

10.4.

10.5.

KIBS processes personal data according to the Privacy Policy (KIBSTrust) available in the repository at
https://www.kibstrust.com/repository and pursuant to all legal regulations of the Republic of North
Macedonia.

Allinformation that became known during the provision of the Services and is not intended to be disclosed
(e.g., information known to KIBSTrust because of the operation and provision of the Trust Services) is
confidential. The Subject is entitled to receive information from KIBSTrust on which data about him are
stored / processed in accordance with the law.

KIBSTrust shall protect confidential information and information intended for internal use from
compromise and refrain from disclosing it to third parties by implementing various security controls.

In accordance with the relevant laws and regulations, KIBSTrust has the right to disclose information about
the Subject or Subject of a third party entitled to obtain such information and provided that the disclosure
is lawful, in accordance with the national and EU data protection regulations.

In addition, non-personalized KIBSTrust service statistical data are also considered public information.
KIBS may publish non-personalized statistical data about its services.

11. Accessibility for Persons with Disabilities

11.1.

11.2.

11.3.

11.4.

11.5.

The issuance of an Electronic Identification Means involves processes of performing online activities
including remote identification.

The activities that are performed online can be carried out with persons with disabilities, if their
workstations, smart mobile devices with specially created tools will make the requirements to be met by
a person with disabilities understandable to him.

If online ordering is not possible, persons with disabilities can come to the KIBSTrust RA premises. Access
to the KIBSTrust RA / LRA office is barrier free. Information on unimpeded access to LRA is clearly displayed
on the website https://www.kibstrust.com . In addition, KIBSTrust offers a home help service at the
request of a person with disabilities.

When persons with disabilities arrive in RA, the procedure for issuing an Electronic Identification Means
can be carried out with the help of KIBS personnel. In any case, it is desirable for persons with disabilities
to be accompanied by persons who understand the needs and have gained the trust of the person with
disabilities in order to speed up the process of issuing an Electronic Identification Means.

The use of an Electronic Identification Means for persons with disabilities depends on how their
workstations, smart devices, operating systems, and application software are tailored to their special
needs.
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12. Refund Policy

12.1.

KIBSTrust strives to ensure the highest quality of its services. However, the following should be kept in
mind:

12.1.1. The Subject may be charged for the Electronic Identification Service.

12.1.2. The Subject can file a complaint for the service received in case of invalid operation, inconsistency
of the service description with the given description, purpose and use that are declared and
published by KIBSTrust within five (5) days from the day of activation of the Certificate.

12.1.3. KIBSTrust will not accept any claims for improper use of the service or damages caused by fault or
actions of the Subject.

12.1.4. The Subject has the right to withdraw from the online prepared procedure for creating an
Electronic Identification Means before activating the service. If the Subject does not complete the
procedure of issuing Electronic Identification Means, he will be automatically rejected by the
system.

13. Applicable Law, Complaints and Dispute Resolution Mechanism

13.1.

13.2.

13.3.

13.4.

All disputes regarding the Trust Services provided in accordance with the present Terms and Conditions
shall be governed in all respects and shall be construed in accordance with the laws of the Republic of
North Macedonia.

To the extent permitted by law, before any dispute settlement mechanism can be used in relation to a
particular dispute relating to any aspect of the Trust Services of KIBSTrust, the Subject or any other party
to the dispute must notify KIBSTrust and all other parties involved in the dispute of any claims or
complaints no later than thirty (30) calendar days after the discovery of the basis for the claim, unless
otherwise provided by law. If the dispute is not resolved within sixty (60) days after the initial notification,
the party may seek legal resolution. All parties agree that the courts of the Republic of North Macedonia
shall have exclusive jurisdiction for hearing and resolving any dispute regarding the interpretation and
application of these terms and the provision of KIBSTrust services.

The Subject or any other party may submit their claim or complaint to the following e-mail address:
helpdesk@kibstrust.com .

All dispute requests should be sent to the information contact listed in these Terms and Conditions.

14. Audit and Conformity Assessment

14.1.

14.2.

14.3.

14.4.
14.5.

KIBSTrust is a provider of Qualified Confidential Services and Electronic Identification Scheme. The
mentioned status was granted by a supervisory body, after the submission of a conformity assessment
report by an accredited conformity assessment body in accordance with paragraph 14.3 and 14.4.

The Trust Services and the Electronic Identification Scheme are registered in the Register of Trust Service
Providers and Electronic Identification Schemes of the Ministry of Information Society and Administration
in the Republic of North Macedonia. Prerequisite for such registration is compliance with the applicable
regulations and standards in the country, at world and European level.

The Conformity Assessment Body is accredited in accordance with the Regulation (EC) no. 765/2008 as
competent for assessing the conformity of the Qualified Trust Service Provider and the Qualified Trust
Services it provides.

Accreditation scheme: ISO / IEC 17065 + ETSI EN 319 403 + elDAS Art.3.18 scope of accreditation.

The conclusions of the audit or reports based on the results of the conformity assessment audit performed
in accordance with the elDAS Regulation, as well as the relevant laws and standards, are published in the
KIBS repository at https://www.kibstrust.com/repository .
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15. Contact Information

15.1.

15.2.

15.3.

Qualified Trust Service Provider:

KIBS AD (KIBSTrust)

bul. "Kuzman Josifovski Pitu" 1,

+389 2 5513 444, +389 2 3297 444
https://www.kibstrust.com

helpdesk@kibstrust.com

1000 Skopje, Republic of North Macedonia

(Monday - Friday 8.30 - 16.00 Central European Time)

The applications on questions regarding the life cycle of the Electronic Identification Means are received
from 08.30 to 16.00 (UTC +2) 8/5 in person in RA, or via email to oneid@kibstrust.com .

The information on the website and the contact data for the service web portal are available at
https://www.oneid.mk, https://www.kibstrust.com.

16. Importance of the Terms and Conditions

16.1.

16.2.

16.3.

These Terms and Conditions are set out in Macedonian and English versions. In case of any discrepancies
between these versions, the Macedonian version shall prevail.

The provisions of the Practice shall apply to everything that is not contained in these Terms and Conditions
or conflicts with the provisions of the Practice.

If any provision of these Terms and Conditions, or the application thereof, is for any reason and to any
extend found invalid or unenforceable, the remaining provisions (as well as the application of the invalid
or unenforceable provision to other persons or circumstances) shall not be affected by such a finding of
invalidity or unenforceability, and shall be interpreted in a manner that shall reasonably carry out the
intent of the parties.
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17. Definitions and Acronyms

Term/Acronym

Definition

Certificate Authority (CA)

A part of KIBS company responsible for issuing and verifying Certificates and Certificate
Revocation Lists with its electronic signature.

Certificate

Public Key, together with additional information, laid down in the Certificate profile
rendered unforgeable via encipherment using the Private Key of the Certificate Authority
which issued it.

Certificate Policy (CP)

Named set of rules that indicate the applicability of a Certificate to a particular
community and/or class of application with common security requirements.

Certification Practice Statement
(CPS)

Statements and practices which a Certification Authority employs in issuing, managing,
revoking, and renewing or re-key Certificates.

Certificate Revocation List (CRL)

Signed list indicating a set of Certificates that have been revoked by the Certificate
Authority.

elDAS Regulation

Regulation (EY) No. 910/2014 of the European Parliament and of the Council of 23 July
2014 on Electronic Identification Means and Trust Services for electronic transactions on
the internal market and repealing Directive 1999/93/E3.

Identity verification/validation

Unique identification of a person by checking his/her alleged identity.

MK-elDAS Law on electronic documents, electronic identification, and trust services. (Official
Gazette of Republic of North Macedonia no. 101/19....215/19).

KIBS KIBS A.D. Skopje

ocspP Online Certificate Status Protocol

oID An identifier used to uniquely name an object.

PIN code Activation code for the Qualified Certificates for Electronic Signatures and Electronic
Seals.

Private key The key of a key pair that is assumed to be kept in secret by the holder of the key pair,
and that is issued to create Electronic Signatures and/or to decrypt electronic records or
files that were encrypted with the corresponding Public Key.

Public Key The kay of a key pair that may be publicly disclosed by the key holder of the

corresponding Private Key and that is used by Relying Parties to verify electronic
signatures created with holder’s corresponding Private Key and/or to encrypt messages
so that they can be decrypted only with the holder’s corresponding Private Key.

Qualified Certificate

Qualified Certificate is a Certificate issued by a CA which is accredited and supervised by
supervisory body appointed by the state and meets the requirements of the Law on
Electronic Documents, Electronic Identification and Trust Services and elDAS.

Qualified Electronic Signature

Advanced Electronic Signature that is created by Qualified Electronic Signature Device,
and which is based on a Qualified Certificate for Electronic Signatures.

Qualified Electronic Seal

Advanced Electronic Seal that is created by a Qualified Electronic Seal Creation Device,
and that is based on a Qualified Certificate for Electronic Seal.

J kiBsTrust
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Qualified Electronic Time Stamp

Data in electronic form which bind other data in electronic form to a particular time
establishing evidence that the latter existed at that time, in such a way that the
possibility of the data being changed is precluded. It is based on an accurate time source
linked to UTC and is signed using an Advanced Electronic Signature or Advanced
Electronic Seal of the Qualified Trust Service Provider.

Qualified Signature/Seal Creation
Device (QSCD)

A Secure Signature/Seal Creation Device that meets the requirements laid down in
Chapter Il of the eIDAS Regulation.

QSCD can be either local in the form of USB token or a smart card or remote in the form
of a Hardware Security Module.

Qualified Trust Services

A Trust Service, as defined in eIDAS that meets the applicable requirements laid down in
this Regulation.

Qualified Trust Service Provider

A Trust Service Provider who provides one or more Qualified Trust Services and is
granted the qualification status by the supervisory body.

Relying Party

Natural or legal person that relies on the information contained within a Certificate or
electronic identification means.

Subject

The Subject can be:

a) natural person.

6) natural person identified in association with a legal person.

B) legal person (that can be an organization or a unit or a department identified in
association with an organization).

J kiBsTrust
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	1. Општи услови
	1.1. Со „Практика за давање на услуга за електронска идентификација“ се регулира проверката на идентитетот на далечина и издавањето на средство за електронска идентификација, по претходно барање на физичко или правно лице кое е субјект на идентификаци...
	1.2. Субјектот мора да се запознае со Практиката и истата да ја прифати. Правилата и условите и Практиката сочинуваат правно обврзувачки договор помеѓу Субјектот и КИБС.
	1.3. Субјектот аплицира за спроведување на електронска идентификација (eID) своеволно врз основа на иницирана потреба од страна на давател на online услуги или по сопствена желба, со цел добивање на средство за електронска идентификација.
	1.4. За да биде издадено средство за електронска идентификација, Шемата за  електронска идентификација, , предвидува:
	1.5. Прифатливи документи за идентификација на Субјектот се:  национална лична карта за жител на Република Северна Македонија, привремена лична карта за странски државјани со привремен престој во Република Северна Македонија и патна исправа (пасош) из...
	1.6. KIBSTrust може целиот процес на верификација на идентитетот или негов дел да го додели на извршување на трето лице.
	1.7. KIBSTrust може да одбие да издаде средство за електронска идентификација, според свое наоѓање, доколку валидацијата на идентитетот со користење на некоја од методите, наведени во став 1.5 не е успешена.
	1.8. За Субјектот, чиј идентитет е потврден преку методот на далечинска електронска идентификација, дополнително ќе се применуваат условите наведени во став 5.3. Далечинската проверка на идентитетот е достапна и изводлива, само кога околностите за вре...
	1.9. Процесот на спроведување на електронска идентификација и издавање на средство за електронска идентификација е поврзан со поседување на паметен мобилен уред кај Субјектот, инсталирана апликација OneID Mobile на истиот уред, постоење на валида адре...
	1.10. Субјектот треба да биде деловно способно лице за да започне процедура на спроведување на електронска идентификација.
	1.11. Субјектот се согласува квалификуваниот сертификат кој се креира за него во процесот на создавање на електронскиот идентитет да биде сместен на средство за креирање квалификуван потпис (QSCD) во облак, обезбеден од KIBSTrust. Субјектот е единстве...
	1.12. Субјектот може да побара сертификатот кој е дел од средството за електронска идентификација да не се објави во Јавниот именик на издадени сертификати на KIBSTrust.
	1.13. Субјектот може да не ја плаќа услугата за создавање на електронски идентитет и користење на квалификуваниот сертификат креиран во процесот на електронска идентификација само кога трета страна давател на online услуги го иницира процесот на елект...
	1.14. КИБС, а следствено и KIBSTrust како QTSP гарантира почитување на принципот на еднаквост и заштита од дискриминација при остварување на човековите права и слободи0F .
	1.15. KIBSTrust го задржува правото, според свое наоѓање, да ги менува и дополнува својата Практика и овие Правила и услови во секое време и без известување, доколку за тоа постои оправдана потреба, односно кога тоа е задолжително според регулаторните...

	2. Тип на квалификуван сертификат како дел од средството за електронска идентификација и негово прифаќање
	2.1. Квалификуваниот сертификат придружен на средството за електронска идентификација како вид, намена и постапка на издавање е опишан во следната табела:
	Табела 1
	2.2. Квалификуваните сертификати издадени во процесот на електронска идентификација и средството за електронска идентификација се со валидност од 2 години.
	2.3. Следниве постапки претставуваат прифаќање на средството за електронска идентификација:

	3. Забрана за користење на средство за електронска идентификација
	3.1. Средството за електронска идентификација кое се користи за автентикација од страна на Субјектот може да се користи и за потпишување на електронски документи, под услов употребата на овој тип потпишување да не е забранета на друг начин со закон, з...
	3.2. Квалификуваниот сертификат како дел од средството за електронска идентификација на Субјектот не може да се користи надвор од границите и контекстот наведен во делот „Применета и објавена политика за сертификација“ дадена во Табела 1 погоре за ква...
	3.2.1. Незаконски активности (вклучувајќи сајбер-напади и обиди за злоупотреба на сертификатот).
	3.2.2. Издавање нови сертификати и информации во врска со валидноста на сертификатот.
	3.2.3. Овозможување на други лица да го користат приватниот клуч на Субјектот.
	3.2.4. Овозможување сертификатот издаден за електронско потпишување да се користи на автоматизиран начин.
	3.2.5. Користење на сертификатот издаден за електронско потпишување документи кое може да доведе до несакани последици (вклучително и потпишување на таквите документи за потреби на тестирање).


	4. Валидност на квалификуваниот сертификат и ревизорски записи
	4.1. Информациите во квалификуваниот сертификат се точни. Нема грешки или суштинско погрешно претставување на фактите во сертификатот што се познати или што потекнуваат од Субјектот кој го одобруваа барањето за издавање на сертификат.
	4.2. Сертификатот станува валиден на датумот наведен во сертификатот. Валидноста на сертификатот истекува на датумот наведен во сертификатот, или на датумот и во времето кога е поништен сертификатот.
	4.3. Ревизорските записи се чуваат локално во период од најмалку 2 (два) месеци. Физичките или дигиталните архивски записи во врска со барањата за сертификат, информациите за регистрација и поништување се чуваат во период од најмалку 10 (десет) години...

	5. Права и обврски на Субјектот на идентификација и обештетување
	5.1. Субјектот има право да поднесе барање за издавање сертификат, прифаќајќи ги сегашните Правила и услови и треба да се придржува кон барањата предвидени во CP/CPS на KIBSTrust за квалификувани сертификати за електронски потписи.
	5.2. Субјектот на електронска идентификација кој поседува или треба да поседува средство за електронска идентификација е:
	5.2.1. единствено одговорен за одржување на пристапот кон неговиот приватен клуч од квалификуваниот сертификат.
	5.2.2. единствено и целосно е одговорен за сите последици од користењето на неговото средство за електронска идентификација за време и по истекување на важноста на сертификатот придружен на средството за електронска идентификација.
	5.2.3. единствено одговорен за секоја штета предизвикана поради неизвршување или неправилно извршување на своите обврски, наведени во овие Правила и услови и/или законите на Република Северна Македонија.
	5.2.4. свесен дека електронските потписи дадени врз основа на истечени или поништени сертификати се неважечки.
	5.2.5. свесен дека треба да достави точни, вистинити и целосни информации кои се суштински за создавањето на средството за електронска идентификација издавањето на сертификатот.
	5.2.6. свесен дека не треба да продолжува со постапката за создавање на средство за електронска идентификација, доколку не е деловно способен.
	5.2.7. свесен дека приватниот клуч од неговиот квалификуван електронски потпис се користи единствено под негова контрола и да биде внимателен за да се избегне неовластена употреба на истиот.
	5.2.8. одговорен за тајноста на податоците за автентикација при пристап кон приватниот клуч (корисничко име, лозинка, ПИН) што се наоѓа на далечинско QSCD (облакот на KIBSTrust).
	5.2.9. одговорен за правилната употреба на мобилниот уред на кој е инсталирана апликацијата  OneID Mobile за да се креира и користи квалификуван сертификат што се наоѓа на далечинско QSCD. Доколку Субјектот го загуби или го уништи мобилниот уред, или ...
	5.2.10. одговорен да го користи неговиот приватен клуч и сертификат во согласност со овие Правила и услови, вклучувајќи ги применливите договори, утврдени во дел 9 и законите на Република Северна Македонија.
	5.2.11. одговорен да го извести KIBSTrust за точните информации во разумно време, во случај на промена на неговите лични податоци или за секоја друга неточност во содржината на сертификатот.
	5.2.12. одговорен да го информира KIBSTrust за можноста на неовластено користење на неговиот приватен клуч или, доколку неговиот приватен клуч е загубен, украден, потенцијално компромитиран или, доколку ја изгубил контролата над неговиот клуч поради к...
	5.2.13. одговорен тој или негов правен застапник или наследник да побара поништување на сертификатот, доколку претходно воспоставените односи со Субјектот прекинале или престанале да постојат.
	5.2.14. одговорен ако продолжи да го користи приватниот клуч, иако сертификатот е поништен или издавачот на сертификатот е компромитиран.

	5.3. Следниве правила дополнително се однесуваат на Субјектот, чиј идентитет е верификуван со користење на метод на далечинска верификација на идентитетот:
	5.3.1. Субјектот треба да ги следи инструкциите точно според дадената информација во мобилната апликација OneID, документација на KIBSTrust или овластениот вработен кој го спроведува процесот на валидација.
	5.3.2. Субјектот треба да презентира документ/и за идентификација во добра состојба и со добра осветленост, до онаа мера до која може да се потврди нивната автентичност.
	5.3.3. На почетокот од далечинското препознавање и пред започнување со процесот на верификација, Субјектот мора да даде негова експлицитна согласност  во однос на употребата, евидентирањето и складирањето на процесот на далечинска верификација на иден...
	5.3.4. Доколку во процесот на далечинска верификација на идентитетот се појави трето лице, освен Субјектот, сесијата ќе се прекине, сите снимени податоци ќе се избришат и процесот ќе се повтори, под услов да не се појават трети лица.
	5.3.5. Системот за далечинска автентикација на KIBSTrust или овластениот вработен веднаш ќе го прекине процесот на далечинска верификација на идентитетот:
	5.3.6. Субјектот треба да достави до KIBSTrust согласност во која детално ќе ги наведе своите лични информации и неговата намера да продолжи со издавањето квалификуван сертификат.

	5.4. До онаа мера до која е дозволено со применливиот закон, претплатниците треба да го обештетат КИБС за:
	5.4.1. Лажно и погрешно прикажување на факт од страна на Субјектот во образецот за нарачка и договор за издавање сертификат.
	5.4.2. Пропуст на Субјектот да наведе материјален факт во образецот за нарачка и договор, доколку погрешното прикажување или пропуст е направено поради небрежност или со намера да измами некоја страна.
	5.4.3. Неуспех на Субјектот да го заштити својот приватен клуч, да користи сигурен систем или на друг начин да преземе мерки на претпазливост за да се спречи компромитирање, губење, откривање, модификација или неовластена употреба на приватниот клуч н...
	5.4.4. Користење име од страна на Субјектот што ги прекршува правата на интелектуална сопственост на трето лице.


	6. Права на давателот на услугата OneID
	6.1. Без оглед на Дел 8, KIBSTrust треба да ги обезбеди услугите во согласност со Практиката, CP/CPS за квалификувани електронски потписи и електронски печати, CP/CPS на Издавачот на временски жиг KIBSTrust, како и со соодветното законодавство.

	7. Обврски на засегнатите страни
	7.1. Засегнатата страна ги проучува ризиците и одговорностите поврзани со прифаќањето на средството за електронска идентификација, а со тоа и на квалификуваниот сертификат. Ризиците и одговорностите се наведени во Практиката. Засегнатата страна потврд...
	7.2. Засегнатата страна потврдува и се согласува дека нејзиното користење на складиштето на KIBSTrust, достапно на https://www.kibstrust.com/repository, и нејзиното потпирање на квалификуваниот сертификат како дел од средството за електронска идентифи...
	7.3. Доколку не се приложени доволно докази кон сертификатот за електронски потпис во врска со валидноста на сертификатот, засегнатата страна ја потврдува валидноста или поништувањето на квалификуваниот сертификат со користење информации за тековниот ...
	7.4. Засегнатата страна треба да ги земе предвид сите ограничувања наведени во кој било сертификат, издаден од KIBSTrust и да обезбеди дека трансакцијата што треба да се прифати е во согласност со соодветните CP/CPS.
	7.4.1. Квалификувани сертификати се користат само до онаа мера до која употребата е во согласност со важечкиот закон. Квалификуваните сертификати не се дизајнирани, наменети или одобрени за употреба или препродажба како контролна опрема во опасни окол...
	7.4.2. KIBSTrust обезбедува достапност на услугите за статусот на сертификатот 24 часа на ден, 7 дена во неделата со севкупна достапност од минимум 99% годишно, со планиран прекин што не надминува 0,4% годишно.
	7.4.3. Засегнатата страна ја потврдува валидноста на сертификатот со проверка на валидноста на истиот  користејќи информации од услугите за проверка OCSP и CRL достапни преку линковите дадени во сертификатот. Услугата OCSP е достапна преку HTTP проток...
	7.4.4. Од засегнатите страни се очекува да го користат регистарот на даватели на квалификувани доверливи услуги на Министерството за информатичко општество и администрација во Република Северна Македонија за да утврдат дали електронскиот потпис, печат...


	8. Ограничена гаранција и ограничување на одговорностa
	8.1. KIBSTrust е одговорен за извршувањето на својата услуга за електронска идентификација, како што е наведено во неговата Практика и овие Правила и услови.
	8.2. KIBSTrust е одговорен за извршувањето на своите доверливи услуги, како што е наведено во неговите CP/CPS, за квалификувани електронски потписи.
	8.3. КИБС гарантира дека има договори за задолжително осигурување што ги покриваат сите доверливи услуги и услуга на електронска идентификација на KIBSTrust за да се обезбеди надомест на штета предизвикана од прекршување на обврските на KIBSTrust.
	8.4. KIBSTrust ги информира сите претплатници и Субјекти за електронска идентификација пред да престане со вршење на дејност поврзана со услугата на електронска идентификација и услуги на издавање на сертификати и ја одржува документацијата поврзана с...
	8.5. КИБС не е одговорен за:
	8.5.1. тајноста на податоците за пристап до приватни клучеви (корисничко име, лозинка, биометрија) кога се наоѓаат на далечинско QSCD, за можно губење или оштетување на мобилниот уред што се користи за автентикација на корисникот.
	8.5.2. неправилната употреба на сертификат од страна на Субјектот или каква било злоупотреба на сертификатот или несоодветна проверка на сертификатот или за погрешни одлуки на Субјектот или засегнатата страна или какви било последици поради грешка или...
	8.5.3. фалсификуван електронски потпис на документ, индикативно поради украден или компромитиран приватен клуч на корисникот.
	8.5.4. неисполнувањето на своите обврски, доколку таквото неисполнување се должи на грешки или безбедносни проблеми на надзорниот орган, недостапност на доверливиот извор на податоци како што се Централниот регистар на население, регистарот на давател...
	8.5.5. работата на софтверот или другите апликации обезбедени од трети лица кои не се поврзани со KIBSTrust.
	8.5.6. неисполнувањето на обврските, доколку таквото неисполнување се должи на настан на виша сила.

	8.6. Како што е наведено во соодветните CP/CPS, КИБС дава ограничени гаранции и ги одрекува сите други гаранции, вклучително и гаранциите за соодветност за пласирање на пазарот или соодветност за одредена намена, ја ограничува одговорноста и ја исклуч...
	8.6.1. комбинираната вкупна одговорност на КИБС кон кое било и сите лица во врска со определен квалификуван сертификат е ограничена на износ што не надминува петстотини (500) евра по сертификат и вкупни максимални побарувања од педесет илјади (50.000)...
	8.6.2. oграничувањата на одговорноста, предвидени овде, ќе се применуваат до максимално дозволениот степен според важечкиот закон на важечката јурисдикција.

	8.7. Субјектите и засегнатите страни се известуваат за можноста за кражба или друга форма на компромитирање на приватен клуч што соодветствува на јавен клуч, содржан во квалификуваниот сертификат, што може или не може да се открие, и за можноста за уп...
	8.8. KIBSTrust може да го прекине процесот на валидација, доколку се утврди или се сомнева дека неточна или лажна информација е обезбедена од Субјектот или ако проверката на идентитетот на Субјектот не е успешна. Без оглед на став 8.5, КИБС не е одгов...

	9. Применливи поврзани договори, политики и практики
	9.1. CP/CPS на КИБС за квалификувани сертификати за електронски потписи и електронски печати.
	9.2. Профили на сертификати и OCSP за квалификувани електронски потписи и квалификувани електронски печати, и конкретно:
	9.3. Политика за приватност (KIBSTrust).
	9.4. Тековните верзии на сите горенаведени документи се јавно достапни во складиштето на КИБС https://www.kibstrust.com/repository.

	10. Политика за приватност и доверливост
	10.1. КИБС ги обработува личните податоци според  Политиката за приватност (KIBSTrust) достапна во складиштето на https://www.kibstrust.com/repository и согласно сите законски прописи на Република Северна Македонија.
	10.2. Сите информации кои станале познати при обезбедувањето на услугите и кои не се наменети за објавување (на пр. информации кои му биле познати на KIBSTrust како резултат на работењето и обезбедувањето на доверливите услуги) се доверливи. Субјектот...
	10.3. KIBSTrust ги заштитува доверливите информации и информациите наменети за внатрешна употреба од нивно компромитирање и се воздржува од нивно откривање на трети страни со спроведување различни безбедносни контроли.
	10.4. Во согласност со релевантните закони и законски акти, KIBSTrust има право да ги открие информациите за Субјектот или субјектот на трета страна која има право да ги добие таквите информации и под услов откривањето да е законско, во согласност со ...
	10.5. Покрај тоа, статистичките податоци за услугите на KIBSTrust кои не се персонализирани, исто така, се сметаат за јавни информации. КИБС може да објавува статистички податоци за своите услуги кои не се персонализирани.

	11. Достапност за лица со посебни потреби
	11.1. Издавањето на средство за електронска идентификација вклучува процеси на правење онлајн активности вклучително идентификација на далечина.
	11.2. Активностите кои се спроведат online возможно е да се спроведат и со лица со посебни потреби, доколку нивните работни станици, паметни мобилни уреди со посебно креирани алатки кои барањата кои треба да ги исполни лицето со посебни потреби ќе ги ...
	11.3. Доколку извршување на нарачката онлајн не е можно, лицата со посебни потреби можат да дојдат во просториите на РК/ЛРК на KIBSTrust. Пристапот до канцеларијата на РК/ЛРК на KIBSTrust е без бариери. Информациите за непречен пристап до ЛРК се јасно...
	11.4. За лицата со посебни потреби кога истите ќе пристигнат во РК,  процедурата за издавање на средство за електронска идентификација може да биде спроведена со помош на вработени на КИБС. Во секој случај, лицата со посебни потреби пожелно е да бидат...
	11.5. Употребата на средството за електронска идентификација за лица со посебни потреби зависи од тоа како нивните работни станици, паметни мобилни уреди, оперативни системи и апликативен софтвер се прилагодени за нивните посебни потреби.

	12. Политика за поврат на средства
	12.1. KIBSTrust прави напори да обезбеди највисок степен на квалитет на своите услуги. Сепак треба да се има предвид следново:
	12.1.1. Услугата за електронска идентификација може да биде наплатена од Субјектот.
	12.1.2. Субјектот во рок од пет (5) дена од денот на активирањето на сертификатот, може да поднесе рекламација за услугата која ја добил во случај на невалидно  функционирање, несовпаѓање на описот на услугата со дадениот опис, намената и употребата ш...
	12.1.3. KIBSTrust нема да прифати никакви побарувања за неправилно користење на услугата или штети предизвикани по вина или дејствија на Субјектот.
	12.1.4. Субјектот има право да се повлече од онлајн подготвената процедура за создавање на средство за електронска идентификација пред активирањето на услугата. Доколку Субјектот не ја заврши процедурата на процесот на издавање средство за електронска...


	13. Применлив закон, жалби и механизам за решавање на спорови
	13.1. Сите спорови во врска со доверливите услуги кои се обезбедуваат во согласност со овие Правила и услови се регулираат во секој поглед и се толкуваат во согласност со законите на Република Северна Македонија.
	13.2. До онаа мера која е дозволена со закон, пред да може да се употреби било каков механизам за решавање спорови во поглед на одреден спор којшто се однесува на кој било аспект на доверливите услуги на KIBSTrust, Субјектот или која било друга страна...
	13.3. Субјектот или која било друга страна може да го поднесе своето побарување или жалба на следнава адреса за е-пошта: helpdesk@kibstrust.com.
	13.4. Сите барања за спор треба да се испратат на контактот за информации наведен во овие Правила и услови.

	14. Ревизија и оценување на сообразност
	14.1. KIBSTrust е давател на квалификувани доверливи услуги и на шема за електронска идентификација. Претходниот статус му е доделен од страна на надзорно тело, по поднесувањето на извештај за оценување на сообразноста од страна на акредитирано тело з...
	14.2. Доверливите услуги и шемата за електронска идентификција се регистрирани во Регистарот на даватели на доверливи услуги и шеми за електронска идентификција на Министерството за информатичко општество и администрација во Република Северна Македони...
	14.3. Телото за оценување на сообразноста е акредитирано во согласност со Регулативата (ЕЗ) бр. 765/2008 како надлежно за оценување на сообразноста на давателот на квалификувани доверливи услуги и на квалификуваните доверливи услуги кои тој ги обезбед...
	14.4. Шема за акредитација во обем: ISO / IEC 17065 + ETSI EN 319 403 + eIDAS Art.3.18.
	14.5. Заклучоците од ревизијата или извештаите кои се базираат на резултатите од ревизија на оценувањето на сообразноста, извршено во согласност со Регулативата eIDAS, како и соодветните закони и стандарди се објавени во складиштето на КИБС на страниц...

	15. Контакт информации
	15.1. Давател на квалификувани доверливи услуги:
	15.2. Барањата за прашања со животниот циклус на средството за електронска идентификација се примаат од 08.30 до 16.00 (UTC +2) 8/5 лично во РК, или преку е-порака на oneid@kibstrust.com.
	15.3. Информациите на веб-страницата и контакт податоците за услужниот веб-портал се достапни на https://www.oneid.mk, https://www.kibstrust.com.

	16. Важност на Правилата и условите
	16.1. Овие Правила и услови се утврдени во македонска и англиска верзија. Во случај на какви било  несогласувања помеѓу овие верзии, македонската верзија ќе преовлада.
	16.2. Се што не е наведено во овие Правила и услови или е во колизија со одредби од Практиката, важат одредбите од Практиката.
	16.3. Доколку се утврди дека која било одредба од овие Правила и услови, или нејзината примена е невалидна или неприменлива поради која било причина и во која било мера, останатите одредби (како и примената на невалидната или неприменливата одредба на...

	17. Дефиниции и кратенки
	Last modified: 16.08.2022, (view archived versions)
	1. General Terms
	1.1. The "Practice for Providing Electronic Identification Service" regulates the remote identity check and the issuance of an Electronic Identification Means at a prior request of a natural or legal person who is a subject of identification (Subject)...
	1.2. The Subject must become familiar with the Practice and accept it. The Practice and the Terms and Conditions constitute a legally binding agreement between the Subject and KIBS.
	1.3. The Subject shall voluntarily apply, based on an initiated need, for conducting an electronic identification (eID) by an Online Service Provider or by its own wish to obtain an electronic identification means.
	1.4. For the issuance of an electronic identification means, the electronic identification scheme provides:
	1.5. Acceptable identification documents of the Subject are: national ID card for a resident of the Republic of North Macedonia, temporary ID card for foreign nationals with temporary residence in the Republic of North Macedonia, and passport issued b...
	1.6. KIBSTrust may outsource the whole or part of the process of identity verification to a third party.
	1.7. KIBSTrust may refuse to issue an electronic identification means at its discretion if the identity validation using one of the methods listed in paragraph 1.5 is not successful.
	1.8. The conditions stated in paragraph 5.4 shall be additionally applied for the Subject, whose identity is confirmed through the method of remote electronic identification. Remote identity verification is available and feasible only when the circums...
	1.9. The process of conducting electronic identification and issuing an Electronic Identification Means is related to the possession of a smart mobile device by the Subject, installation of OneID Mobile application on the same device, existence of a v...
	1.10. The Subject shall be legally eligible to initiate the procedure of conducting electronic identification.
	1.11. The Subject agrees that the Qualified Certificate created in the process of creating the electronic identity will be placed on a Qualified Signature Creation Device (QSCD) provided by KIBSTrust is a remote means located in its cloud. The Subject...
	1.12. The Subject may request non-publication of the Certificate which is part of the Electronic Identification Means in the Public Directory of issued Certificates of KIBSTrust.
	1.13. The Subject does not pay for the service of creating an electronic identity and using the Qualified Certificate, created in the electronic identification process, when a third-party online service provider initiates the process of electronic ide...
	1.14. KIBS and consequently KIBSTrust as QTSP guarantees observance of the principle of equality and protection against discrimination in the exercise of human rights and freedoms1F .
	1.15. KIBSTrust reserves the right, at its discretion, to amend  its Practice and the present Terms and Conditions at any time and without notice when there is a justified need for such amendments, i.e. when it is mandatory according to regulatory req...

	2. Type of qualified certificate as part of the electronic identification means and its acceptance
	2.1. The type and purpose, and issuance procedure of the Qualified Certificate accompanying the Electronic Identification Means are given in the following table:
	2.2. Qualified Certificates issued in the process of electronic identification and electronic identification means are valid 2 years.
	2.3. The following procedure represents acceptance of the electronic identification means:

	3. Prohibited Electronic Identification Means Usage
	3.1. The electronic identification means used for authentication by the Subject may also be used for signing electronic documents, provided that its use is not otherwise prohibited by law, Practice and these Terms and Conditions, as well as other agre...
	3.2. The Qualified Certificate as part of the Subject's electronic identification means shall not be used outside the limits and context set forth in the "Applied and Published Certification Policy" given in the Table 1 above for Qualified Certificate...
	3.2.1. Illegal activities (including cyber-attacks and attempts to misuse the Certificate).
	3.2.2. Issuance of new Certificates and information regarding the validity of the Certificate.
	3.2.3. Enabling other persons to use the Subject’s Private Key.
	3.2.4. Enabling the Certificate issued for electronic signature to be used in an automated way.
	3.2.5. Use of the Certificate issued for electronic signing of documents which may lead to unwanted consequences (including signing such documents for testing purposes).


	4. Validity of the Qualified Certificate and Audit Records
	4.1. The information in the Qualified Certificate is correct. There are no errors or substantial misrepresentations of facts in the Certificate that are known or originate from the Subjects that approve the application.
	4.2. The Certificate becomes valid on the date specified in the Certificate. The Certificate expires on the date stated on the Certificate or on the date and time the Certificate was revoked.
	4.3. Audit records are stored locally for a period of at least 2 (two) months. Physical or digital archival records relating to Certificate applications, registration and revocation information are stored for a period of at least 10 (ten) years after ...

	5. Rights and Obligations of the Subject of Identification and Indemnity
	5.1. The Subject is entitled to apply for issuing a Certificate accepting the present Terms and Conditions and shall adhere to the requirements provided in the CP/CPS of KIBSTrust for Qualified Certificates for Electronic Signatures.
	5.2. The Subject of electronic identification that possesses or should possess an Electronic Identification Means shall be:
	5.2.1. solely responsible for the maintenance of access to his Private Key of the Qualified Certificate.
	5.2.2. solely and fully responsible for all consequences of using his Electronic Identification Means both during and after the expiry of the validity of the Certificate accompanying the Electronic Identification Means.
	5.2.3. solely responsible for any damage caused due to non-performance or improper performance of his obligations, specified in the present Terms and Conditions and / or the laws of the Republic of North Macedonia.
	5.2.4. aware that the Electronic Signatures issued based on expired or revoked Certificates are invalid.
	5.2.5. aware that he needs to provide accurate, truthful, and complete information that is essential to the creation of the Electronic Identification Means for Certificate issuance.
	5.2.6. aware that he should not proceed with the procedure for creating an Electronic Identification Means if he/she is not legally eligible.
	5.2.7. aware that the Private Key of his Qualified Electronic Signature is used only under his control and be cautious to avoid unauthorized use.
	5.2.8. responsible for the confidentiality of the authentication credentials when accessing the Private Key (username, password, PIN) located on a remote QSCD (KIBSTrust cloud).
	5.2.9. responsible for the proper use of the mobile device on which the OneID Mobile application has been installed to generate and use a Qualified Certificate located on a Remote QSCD. If the Subject loses or destroys the device or is unable to use t...
	5.2.10. responsible for using his Private Key and Certificate in accordance with the present Terms and Conditions, including the applicable agreements set out in Section 9 and the laws of the Republic of North Macedonia.
	5.2.11. responsible for notifying KIBSTrust of the correct information within a reasonable time, in the event of a change in his personal data or any other inaccuracy in the content of the Certificate.
	5.2.12. responsible for informing KIBSTrust of a possible unauthorized use of his Private Key or if his Private Key is lost, stolen, potentially compromised or he has lost control of his key due to compromising authentication credentials (e.g., PIN, P...
	5.2.13. responsible or his legal representative or successor to request revocation of the Certificate if the previously established relationships with the Subject terminated or ceased to exist.
	5.2.14. responsible if he proceeds to use the Private Key even though the Certificate has been revoked or the Certificate issuer has been compromised.

	5.3. The following terms additionally apply to the Subject whose identity has been verified using the method of remote identity verification:
	5.3.1. The Subject shall follow the instructions exactly according to the documentation provided by KIBSTrust or the authorized employee who is conducting the validation process.
	5.3.2. The Subject shall present the identification document (s) in good condition and good lighting conditions, to the extent that their authenticity can be verified.
	5.3.3. At the beginning of the remote recognition and before initiation of the verification process, the Subject must provide his explicit consent regarding the use, recording and storage of the process of remote identity verification, photographing t...
	5.3.4. If any third party other than the Subject appears in the process of remote identity verification, the session shall be terminated, all recorded data will be deleted and the process will be repeated, provided that no third parties appear.
	5.3.5. KIBSTrust Remote Authentication System or authorized employee shall immediately terminate the remote identity verification process:
	5.3.6. The Subject shall submit to KIBSTrust a consent in which he will state his personal information in detail and his intention to proceed with the issuance of a Qualified Certificate.

	5.4. To the extent permitted by applicable law, Subscribers are required to indemnify KIBS for:
	5.4.1. False and misrepresentation of а fact by the Subject in the Purchase Order and Agreement form for the issuance of a Certificate.
	5.4.2. Failure of the Subject to state a material fact in the Purchase Order and Agreement form if the misrepresentation or omission was made due to negligence or with the intention to deceive any party.
	5.4.3. Failure of the Subject to protect its Private Key, use a secure system, or otherwise take precautionary measures to prevent compromise, loss, disclosure, modification, or unauthorized use of the Subject's private key.
	5.4.4. Use of a name by the Subject that infringes the intellectual property rights of any third party.


	6. OneID Service Provider Rights
	6.1. Notwithstanding Section 8, KIBSTrust shall provide the Services in accordance with the Practice, CP/CPS for Qualified Electronic Signatures and Electronic Seals, CP/CPS of the KIBSTrust Time Stamp Issuer, and the relevant legislation.

	7. Obligations of Relying Parties
	7.1. Relying Party analyze the risks and obligations associated with accepting the Electronic Identification Means and thus the Qualified Certificate. The risks and obligations are listed in the Practices. The Relying Party acknowledges that it has ac...
	7.2. Relying Party acknowledges and agrees that its use of the KIBSTrust repository, available at https://www.kibstrust.com/repository, and its reliance on a Qualified Certificate as part of its Electronic Identification Means shall be governed by app...
	7.3. If insufficient evidence is attached to the Certificate for Electronic Signature regarding the validity of the Certificate, the Relying Party shall verify the validity or revocation of the Qualified Certificate using information on the current re...
	7.4. Relying Party shall consider any limitations stated within any Certificate issued by KIBSTrust and ensure that the transaction to be accepted complies with the relevant CP/CPS.
	7.4.1. Qualified Certificates shall be used only to the extent that the use is in accordance with the applicable law. Qualified Certificates are not designed, intended or approved for use or resale as control equipment in hazardous circumstances or fo...
	7.4.2. KIBSTrust ensures the availability of the Certificate Status Services 24 hours a day, 7 days a week with a minimum of 99% overall availability per year, with a scheduled downtime not exceeding 0.4% per year.
	7.4.3. Relying Party verifies the validity of the Certificate by checking its validity using information from the OCSP and CRL check services available through the links provided in the Certificate. The OCSP service is available over HTTP protocol and...
	7.4.4. Relying Parties are expected to use the register of Qualified Trust Service Providers of the Ministry of Information Society and Administration in the Republic of North Macedonia to determine whether the electronic signature, seal or time stamp...


	8. Limited Warranty and Limitation of Liability
	8.1. KIBSTrust is liable for service and its performance of provider of electronic identification, as set forth in its Practice and the present Terms and Conditions.
	8.2. KIBSTrust is liable for the performance of its Trust Services, as stated in its CP/CPS for Qualified Electronic Signatures.
	8.3. KIBS warrants that there are mandatory insurance contracts that cover all KIBSTrust Trust Services and services as provider of electronic identification to ensure compensation for damages caused by violation of KIBSTrust obligations.
	8.4. KIBSTrust shall notify all Subscribers and Subjects of Electronic Identification before terminating the activity related to the electronic identification service and certification services, and shall maintain the documentation associated with the...
	8.5. KIBS is not liable for:
	8.5.1. the secrecy of the Private Key access credentials (username, password, OTP) when located on a remote QSCD, for possible loss or damage to the mobile device used to generate OTP and authenticate the user.
	8.5.2. the improper use of the Certificate by the Subject or any misuse of the Certificate or improper checks of the Certificate or for wrong decisions of the Subject or the Relying Party or any consequences due to error or omission by the Subject or ...
	8.5.3. forged electronic signature of a document, indicatively due to stolen or compromised user's Private Key.
	8.5.4. non-fulfillment of its obligations, if such non-fulfillment is due to errors or security problems of the supervisory body, unavailability of the confidential data source like Central Population Register, register of Qualified Trust Services Pro...
	8.5.5. the operation of software or other applications provided by third parties not related to KIBSTrust.
	8.5.6. non-fulfillment of obligations if such non-fulfillment is due to an event of force majeure.

	8.6. As stated in the relevant CP/CPS, KIBS provides limited warranties and disclaims all other warranties, including warranties of merchantability or fitness for a particular purpose, limits liability and excludes all liability, except in the case of...
	8.6.1. The combined aggregate liability of KIBS to any and all persons in connection with a particular Qualified Certificate is limited to an amount not exceeding five hundred (500) euros per Certificate and a total maximum claim of fifty thousand (50...
	8.6.2. The limitations of liability provided herein shall apply to the maximum extent permitted under the valid law of the applicable jurisdiction.

	8.7. Subjects and Relying Parties are notified of the possibility of theft or other form of compromise of a Private Key corresponding to a Public Key contained in a Qualified Certificate, which may or may not be disclosed, and of the possibility of us...
	8.8. KIBSTrust may terminate the validation process if it is established or suspected that inaccurate or false information has been provided by the Subject or if the Subject's authentication is not successful. Notwithstanding paragraph 8.5, KIBS shall...

	9. Applicable Related Agreements, Policies and Practices
	9.1. KIBSTrust CP/CPS for Qualified Certificates for Electronic Signatures and Electronic Seals.
	9.2. Certificate and OCSP Profiles for Qualified Electronic Signatures and Qualified Electronic Seals, and specifically:
	9.3. Privacy Policy (KIBSTrust).
	9.4. Current versions of all above documents are publicly available in the KIBS repository https://www.kibstrust.com/repository .

	10. Privacy and Confidentiality Policy
	10.1. KIBS processes personal data according to the Privacy Policy (KIBSTrust) available in the repository at https://www.kibstrust.com/repository and pursuant to all legal regulations of the Republic of North Macedonia.
	10.2. All information that became known during the provision of the Services and is not intended to be disclosed (e.g., information known to KIBSTrust because of the operation and provision of the Trust Services) is confidential. The Subject is entitl...
	10.3. KIBSTrust shall protect confidential information and information intended for internal use from compromise and refrain from disclosing it to third parties by implementing various security controls.
	10.4. In accordance with the relevant laws and regulations, KIBSTrust has the right to disclose information about the Subject or Subject of a third party entitled to obtain such information and provided that the disclosure is lawful, in accordance wit...
	10.5. In addition, non-personalized KIBSTrust service statistical data are also considered public information. KIBS may publish non-personalized statistical data about its services.

	11. Accessibility for Persons with Disabilities
	11.1. The issuance of an Electronic Identification Means involves processes of performing online activities including remote identification.
	11.2. The activities that are performed online can be carried out with persons with disabilities, if their workstations, smart mobile devices with specially created tools will make the requirements to be met by a person with disabilities understandabl...
	11.3. If online ordering is not possible, persons with disabilities can come to the KIBSTrust RA premises. Access to the KIBSTrust RA / LRA office is barrier free. Information on unimpeded access to LRA is clearly displayed on the website https://www....
	11.4. When persons with disabilities arrive in RA, the procedure for issuing an Electronic Identification Means can be carried out with the help of KIBS personnel. In any case, it is desirable for persons with disabilities to be accompanied by persons...
	11.5. The use of an Electronic Identification Means for persons with disabilities depends on how their workstations, smart devices, operating systems, and application software are tailored to their special needs.

	12. Refund Policy
	12.1. KIBSTrust strives to ensure the highest quality of its services. However, the following should be kept in mind:
	12.1.1. The Subject may be charged for the Electronic Identification Service.
	12.1.2. The Subject can file a complaint for the service received in case of invalid operation, inconsistency of the service description with the given description, purpose and use that are declared and published by KIBSTrust within five (5) days from...
	12.1.3. KIBSTrust will not accept any claims for improper use of the service or damages caused by fault or actions of the Subject.
	12.1.4. The Subject has the right to withdraw from the online prepared procedure for creating an Electronic Identification Means before activating the service. If the Subject does not complete the procedure of issuing Electronic Identification Means, ...


	13. Applicable Law, Complaints and Dispute Resolution Mechanism
	13.1. All disputes regarding the Trust Services provided in accordance with the present Terms and Conditions shall be governed in all respects and shall be construed in accordance with the laws of the Republic of North Macedonia.
	13.2. To the extent permitted by law, before any dispute settlement mechanism can be used in relation to a particular dispute relating to any aspect of the Trust Services of KIBSTrust, the Subject or any other party to the dispute must notify KIBSTrus...
	13.3. The Subject or any other party may submit their claim or complaint to the following e-mail address: helpdesk@kibstrust.com .
	13.4. All dispute requests should be sent to the information contact listed in these Terms and Conditions.

	14. Audit and Conformity Assessment
	14.1. KIBSTrust is a provider of Qualified Confidential Services and Electronic Identification Scheme. The mentioned status was granted by a supervisory body, after the submission of a conformity assessment report by an accredited conformity assessmen...
	14.2. The Trust Services and the Electronic Identification Scheme are registered in the Register of Trust Service Providers and Electronic Identification Schemes of the Ministry of Information Society and Administration in the Republic of North Macedo...
	14.3. The Conformity Assessment Body is accredited in accordance with the Regulation (EC) no. 765/2008 as competent for assessing the conformity of the Qualified Trust Service Provider and the Qualified Trust Services it provides.
	14.4. Accreditation scheme: ISO / IEC 17065 + ETSI EN 319 403 + eIDAS Art.3.18 scope of accreditation.
	14.5. The conclusions of the audit or reports based on the results of the conformity assessment audit performed in accordance with the eIDAS Regulation, as well as the relevant laws and standards, are published in the KIBS repository at https://www.ki...

	15. Contact Information
	15.1. Qualified Trust Service Provider:
	15.2. The applications on questions regarding the life cycle of the Electronic Identification Means are received from 08.30 to 16.00 (UTC +2) 8/5 in person in RA, or via email to oneid@kibstrust.com .
	15.3. The information on the website and the contact data for the service web portal are available at https://www.oneid.mk, https://www.kibstrust.com.

	16. Importance of the Terms and Conditions
	16.1. These Terms and Conditions are set out in Macedonian and English versions. In case of any discrepancies between these versions, the Macedonian version shall prevail.
	16.2. The provisions of the Practice shall apply to everything that is not contained in these Terms and Conditions or conflicts with the provisions of the Practice.
	16.3. If any provision of these Terms and Conditions, or the application thereof, is for any reason and to any extend found invalid or unenforceable, the remaining provisions (as well as the application of the invalid or unenforceable provision to oth...

	17. Definitions and Acronyms

